[image: A picture containing text

Description automatically generated]
 
Job Title:  Research Associate or Senior Research Associate in Cyber Security of Medical Devices.
Salary Range and Conditions: £33,002 – 46,049 (Grade 6 or 7); Full-time for 18 months.
Department/Division: School of Computing and Communications.
Reports To:  Head of Department, School of Computing and Communications.

About the University: 
The successful candidate will join Lancaster University's interdisciplinary Security and Protection Science community to play a pivotal role in safeguarding nations, organisations, and citizens as cyber security emerges as a critical domain in global protection strategies. The strategic importance of cyber security research and education has been recognised by Lancaster University through a £19 million investment in staff, equipment, and infrastructure. Building on the University’s reputation as one of the UK’s largest interdisciplinary cyber and data research communities, this investment has enabled Lancaster to further strengthen its capacity to address a wide range of critical societal and technological security challenges.

Job Purpose:
To undertake cyber security research with digital medical devices. 
To work collaboratively with the university project team and wider external partners to contribute to impactful research that addresses vital challenges in health technology security.
To disseminate research findings including through scientific publication, presentations and public communications.  

Main Responsibilities:
· Undertake independent original research into the cyber security of digital medical devices, under the guidance of the project team. 
· Conduct a detailed literature review relating to the topic area.
· Conduct testing and experimentation within the topic area of cyber security of digital medical devices. 
· Work with supervisors and staff between the School of Computing and Communications and the Medical School. 
· Collaborate with health professionals working in the NHS, connect with industry partners and other relevant stakeholders in the cyber security field. 
· Organise project meetings, manage time and workload independently.
· Present progress and results to the project team and supervisors.
· Write update reports of methods and results and ultimately produce scientific papers and/or published conference proceedings from the research.

Values: In pursuit of our Vision and in keeping with our Purpose, we work to uphold our values:
· We respect each other by being open and fair and promoting diversity
· We build strong communities by working effectively together in a supportive way
· We create positive change by being ambitious in our learning, expertise and action.
The University is committed to fair, lawful and inclusive employment practices in accordance with the Equality Act 2010 and relevant professional standards. All staff are expected to conduct themselves professionally and respectfully at work and to contribute to a working environment that is free from unlawful discrimination, harassment or victimisation. 

This expectation relates to behaviour and professional practice and does not require staff to hold or express particular beliefs or viewpoints.
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